CLAIMS 



What is claimed is: 



1 1. A method comprising: 

2 receiving a search request containing search criteria 

3 from a first user; 

4 determining the first user's organizational 

5 identifier, the first user's organizational identifier 

6 being used to specify a corresponding organization to 

7 which the first user belongs; and 

8 performing a search based upon the search criteria 

9 and the first user's organizational identifier to identify 

10 data records that match the search criteria and to which 

11 the first user is allowed to access based upon the first 

12 user's organizational identifier.. 

1 2 . The method of claim 1 wherein the search criteria 

2 includes at least one search category. 



1 3 . The method of claim 1 wherein the search criteria 

2 includes at least one search keyword. 



1 4 . The method of claim 2 wherein the at least one search 

2 category is associated with a particular search index. 



1 



2 



5 . The method of claim 4 wherein the particular search 
index corresponds to a particular business component. 
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6. The method of claim 5 wherein the particular business 
component represents a logical view of one or more 
database tables. 



1 7. The method of claim 1 wherein receiving the search 

2 request from the first user includes: 

3 providing the first user with a first user interface 

4 to specify the search criteria. 

1 8 . The method of claim 2 wherein performing the search 

2 includes: 

3 restricting the scope of search based on the first 

4 user's organizational identifier. 

1 9. The method of claim 8 wherein restricting the scope 

2 of search includes : 

3 selecting a subset of data records that match the 

4 first user's organizational identifier from a set of 

5 records that are associated with the at least one search 

6 category. 

1 10. The method of claim 9 wherein performing the search 

2 includes: 

3 identifying, from the subset of records, those 

4 records that match the at least one keyword specified by 

5 the first user. 
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1 11. The method. of claim 10 performing the search 

2 including: 

3 executing a query constructed based upon the search 

4 criteria and the first user's organizational identifier. 

1 12. The method of claim 10 wherein the query is 

2 constructed based upon Structured Query Language (SQL) 

3 specification. 

1 13. The method of claim 1 further including: 

2 generating search results based upon the identified 

3 data records. 

1 14. A method comprising: 

2 defining a set of search visibility rules associated 

3 with a set of organizations and a set of records, each 

4 search visibility rule being used to determine whether a 

5 particular organization is allowed to access a particular 

6 record; 

7 receiving a search request containing one or more 

8 search criteria from a first user, the first user having a 

9 respective organizational identifier indicating a 

10 corresponding organization to which the first user 

11 belongs; and 

12 performing a search function to identify one or more 

13 records based on the search criteria, the search 
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14 visibility rules, and the respective organizational 

15 identifier. 

1 15. The method of claim 14 wherein the search criteria 

2 includes at least one search category. 

1 16. The method of claim 15 wherein the search criteria 

2 includes at least one search keyword. 

1 17. The method of claim 14 further including: 

2 generating a set of search results based on the 

3 identified records; and 

4 displaying the set of search results to the first 

5 user. 

1 18. The method of claim 14 wherein the set of records 

2 includes database records. 

1 19. The method of claim 14 wherein the set of records 

2 includes links pointing to corresponding data sources. 

1 20. The method of claim 14 wherein defining the set of 

2 search visibility rules includes: 

3 specifying, for each record, one or more particular 

4 organizations that are authorized to access the respective 

5 record. 
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1 21. The method of claim 20 wherein specifying includes: 

2 setting a specific field in each record to a value 

3 corresponding to a particular organization that is 

4 authorized to access the respective record. 

1 22. The method of claim 14 further including: 

2 determining the first user's organizational 

3 identifier. 

1 23. The method of claim 22 wherein performing the search 

2 function includes: 

3 constructing a search query based on the search 

4 criteria and the first user's organizational identifier; 

5 and 

6 executing the search query to retrieve records that 

7 match the first user's organizational identifier and the 

8 search criteria. 

1 24. A system comprising: 

2 logic to receive a search request containing search 

3 criteria from a first user; 

4 logic to determine the first user's organizational 

5 identifier, the first user's organizational identifier 

6 being used to specify a corresponding organization to 

7 which the first user belongs; and 

8 logic to perform a search based upon the search 

9 criteria and the first user's organizational identifier to 
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identify data records that match the search criteria and 
to which the first user is allowed to access based upon 
the first user's organizational identifier. 

25. The system of claim 24 wherein the search criteria 
includes at least one search category. 

26. The system of claim 24 wherein the search criteria 
includes at least one search keyword. 

27. The system of claim 25 wherein the at least one 
search category is associated with a particular search 
index. 

28. The system of claim 27 wherein the particular search 
index corresponds to a particular business component. 

29. The system of claim 28 wherein the particular 
business component represents a logical view of one or 
more database tables . 

30. The system of claim 24 wherein logic to receive the 
search request from the first user includes : 

logic to provide the first user with a first user 
interface to specify the search criteria. 
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31. The system of claim 25 wherein logic to perform the 
search includes : 

logic to restrict the scope of search based on the 
first user's organizational identifier. 



32 . The system of clairr^J^wherein logic to restrict the 
scope of search includes : 

logic to select a subset of data records that match 
the first user's organizational identifier from a set of 
records that are associated with the at least one search 
category . 

33. The system of claim 32 wherein logic to perform the 
search includes: 

logic to identify, from the subset of records, those 
records that match the at least one keyword specified by 
the first user. 

34. The system of claim 33 wherein logic to perform the 
search including: 

executing a query constructed based upon the search 
criteria and the first user's organizational identifier. 

35. The system of claim 34 wherein the query is 
constructed based upon Structured Query Language (SQL) 
specification . 
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1 36. The system of claim 24 further including: 

2 logic to generate search results based upon the 

3 identified data records; and 

4 logic to display search results to the first user. 

1 37. A system comprising: 

2 logic to define a set of search visibility rules 

3 associated with a set of organizations and a set of 

4 records, each search visibility rule being used to 

5 determine whether a particular organization is allowed to 

6 access a particular record; 

7 logic to receive a search request containing one or 

8 more search criteria from a first user, the first user 

9 having a respective organizational identifier indicating a 

10 corresponding organization to which the first user 

11 belongs; and 

12 logic to perform a search function to identify one or 

13 more records based on the search criteria, the search 

14 visibility rules, and the respective organizational 

15 identifier. 

1 38. The system of claim 37 wherein the search criteria 

2 includes at least one search category. 

1 39. The system of claim 38 wherein the search criteria 

2 includes at least one search keyword. 
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1 40. The system of claim 3 9 further including: 

2 logic to generate a set of search results based on 

3 the identified records; and 

4 logic to display the set of search results to the 

5 first user. 

1 41. The system of claim 37 wherein the set of records 

2 includes database records. 

1 42. The system of claim 37 wherein the set of records 

2 includes links pointing to corresponding data sources. 

1 43. The system of claim 37 wherein logic to define the 

2 set of search visibility rules includes: 

3 logic to specify, for each record, one or more 

4 particular organizations that are authorized to access the 

5 respective record. 

1 44. The system of claim 43 wherein logic to specify 

2 includes : 

3 logic to set a specific field in each record to a 

4 value corresponding to a particular organization that is 

5 authorized to access the respective record. 

1 45. The system of claim 37 further including: 

2 determining the first user's organizational 

3 identifier. 
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1 46. The system of claim 45 wherein logic to perform the 

2 search function includes: 

3 logic to construct a search query based on the search 

4 criteria and the first user's organizational identifier; 

5 and 

6 logic to execute the search query to retrieve records 

7 that match the first user's organizational identifier and 

8 the search criteria. 

1 47. A machine -readable medium comprising instructions 

2 which, when executed by a machine, cause the machine to 

3 perform operations including: 

4 receiving a search request containing search criteria 

5 from a first user; * 

6 determining the first user's organizational 

7 identifier, the first user's organizational identifier 

8 being used to specify a corresponding organization to 

9 which the first user belongs; and 

10 performing a search based upon the search criteria 

11 and the first user's organizational identifier to identify 

12 data records that match the ■ search criteria and to which 

13 the first user is allowed to access based upon the first 

14 user's organizational identifier. 

1 48. The machine-readable medium of claim 47 wherein the 

2 search criteria includes at least one search category and 

3 at least one search keyword. 
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1 49. The machine -readable medium of claim 48 wherein 

2 performing the search includes: 

3 restricting the scope of search based on the first 

4 user's organizational identifier. 

50. The machine -readable medium of claim 49 wherein 
restricting the scope of search includes: 

selecting a subset of data records that match the 
first user' s organizational identifier from a set of 
records that are associated with the at least one search 
category; and 

identifying, from the subset of records, those 
records that match the at least one keyword specified by 
the first user. 

51. The machine-readable medium of claim 50 wherein 
performing the search including: 

executing a query constructed based upon the search 
criteria and the first user's organizational identifier. 

1 52. A machine -readable medium comprising instructions 

2 which, when executed when a machine, cause the machine to 

3 perform operations including: 

4 defining a set of search visibility rules associated 

5 with a set of organizations and a set of records, each 

6 search visibility rule being used to determine whether a 
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7 particular organization is allowed to access a particular 

8 record; 

9 receiving a search request containing one or more 

10 search criteria from a first user, the first user having a 

11 respective organizational identifier indicating a 

12 corresponding organization to which the first user 

13 be 1 ongs ; and 

14 performing a search function to identify one or more 

15 records based on the search criteria, the search 

16 visibility rules, and the respective organizational 

17 identifier. 

1 53. The machine -readable medium of claim 52 wherein the 

2 search criteria includes at least one search category and 

3 at least one search keyword. 

1 54. The machine-readable medium of claim 53 wherein 

2 defining the set of search visibility rules includes: 

3 specifying, for each record, one or more particular 

4 organizations that are authorized to access the respective 

5 record. 

1 55. The machine -readable medium of claim 54 wherein 

2 performing the search function includes: 

3 constructing a search query based on the search 

4 criteria and the first user's organizational identifier; 

5 and 
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6 executing the search query to retrieve records that 

7 match the first user's organizational identifier and the 

8 search criteria. 

1 56. A method comprising: 

2 receiving a search request containing search criteria 

3 from a first user; 

4 determining a list of categories to which the first 

5 user is authorized to access; and 

6 performing a search based upon the search criteria 

7 and the list of categories to identify records that match 

8 the search criteria and to which the first user is allowed 

9 to access . 

1 57 . The method of claim 56 wherein the search criteria 

2 includes at least one search category. 

1 58 . The method of claim 57 wherein the search criteria 

2 includes at least one search keyword. 

1 59. The method of claim 56 wherein determining the list 

2 of categories includes: 

3 determining a list of user groups to which the first 

4 user belongs; and 

5 determining one or more specific categories that are 

6 associated with the respective user groups . 
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1 60. The method of claim 56 wherein performing the search 

2 includes : 

3 restricting the scope of search based on the list of 

4 categories to which the first user is authorized to 

5 access. 

1 61. The method of claim 60 wherein restricting the scope 

2 of search includes : 

3 selecting a subset of records to which the first user 

4 is authorized to access based on a category identifier 

5 associated with each record and the list of categories to 

6 which the first user is authorized to access. 

1 62 . The method of claim 61 wherein performing the search 

2 includes: 

3 identifying, from the subset of records, those 

4 records that match the at least one keyword specified by 

5 the first user. 

1 63 . The method of claim 62 wherein performing the search 

2 including: 

3 executing a query constructed based upon the search 

4 criteria and the list of categories to which the first 

5 user is authorized to access. 

1 64 . A method comprising: 
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2 defining a set of category access control visibility. 

3 rules associated with a set of user groups and a set of 

4 categories, each category access control visibility rule 

5 being used to determine whether a particular user group is 

6 allowed to access records that are associated with a 

7 particular category; 

8 receiving a search request containing search criteria 

9 from a first user, the first user being associated to one 

10 or more user groups; and 

11 performing a search function to identify one or more 

12 records based on the search criteria, the category access 

13 control visibility rules, and the one or more user groups 

14 to which the first user is associated. 

1 65. The method of claim 64 wherein the search criteria 

2 includes at least one search category. 

1 66. The method of claim 65 wherein the search criteria 

2 includes at least one search keyword. 

1-67. The method of claim 64 wherein defining the set of 

2 category access control visibility rules includes: 

3 specifying, for each record, one or more particular 

4 categories to which the respective record is associated. 

1 68. The method of claim 67 wherein specifying includes: 
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2 setting a specific field in each record to a value 

3 corresponding to a particular category. 

1 69. The method of claim 64 further including: 

2 determining a list of categories to which the first 

3 user has access. 

1 70. The method of claim 69 wherein determining the list 

2 includes: 

3 determining the one or more user groups to which the 

4 first user is associated; and 

5 determining categories that are associated with the 

6 one or more user groups . 

1 71. The method of claim 70 wherein performing the search 

2 function includes: 

3 constructing a search query based on the search 

4 criteria and the list of categories to which the first 

5 user has access; 

6 executing the search query to retrieve records that 

7 match the list of categories to which the first user has 

8 access and the search criteria; and 

9 generating search results based on the retrieved 
10 records. 

1 72 . A system comprising: 
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2 logic to receive a search request containing search 

3 criteria from a first user; 

4 logic to determine a list of categories to which the 

5 first user is authorized to access; and 

6 logic to perform a search based upon the search 

7 criteria and the list of categories to identify records 

'8 that match the search criteria and to which the first user 

9 is allowed to access. 

1 73 . The system of claim 72 wherein the search criteria 

2 includes at least one search category and at least one 

3 search keyword . 

1 74. The system of claim 73 wherein the logic to determine 

2 the list of categories includes: 

3 logic to determine a list of user groups to which the 

4 first user belongs; and 

5 logic to determine one or more specific categories 

6 that are associated with the respective user groups. 

1 75. The system of claim 72 wherein the logic to perform 

2 the search includes: 

3 restricting the scope of search based on the list of 

4 categories to which the first user is authorized to 

5 access . 
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1 76. The system of claim 75 wherein the logic to restrict 

2 the scope of search includes : 

3 logic to select a subset of records to which the 

4 first user is authorized to access based on a category 

5 identifier associated with each record and the list of 

6 categories to which the first user is authorized to 

7 access . 

1 77. The system of claim 76 wherein the logic to perform 

2 the search includes: 

3 logic to identify, from the subset of records, those 

4 records that match the at least one keyword specified by 

5 the first user. 

1 78. The system of claim 72 wherein the logic to perform 

2 the search including: 

3 logic to execute a query constructed based upon the 

4 search criteria and the list of categories to which the 

5 first user is authorized to access. 

1 79. A system comprising: 

2 logic to define a set of category access control 

3 visibility rules associated with a set of user groups and 

4 a set of categories, each category access control 

5 visibility rule being used to determine whether a 

6 particular user group is allowed to access records that 

7 are associated with a particular category; 
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8 logic to receive a search request containing search 

9 criteria from a first user, the first user being 

10 associated to one or more user groups; and 

11 logic to perform a search function to identify one or 

12 more records based on the search criteria, the category 

13 access control visibility rules, and the one or more user 

14 groups to which the first user is associated. 

1 80. The system of claim 79 wherein the search criteria 

2 includes at least one search category and at least one 

3 search keyword. 

1 81. The system of claim 80 wherein the logic to define 

2 the set of category access control visibility rules 

3 includes: 

4 logic to specify, for each record, one or more 

5 particular categories to which the respective record is 

6 associated. 

1 82. The system of claim 79 further including: 

2 logic to determine a list of categories to which the 

3 first user has access. 

1 83 . The system of claim 82 wherein logic to determine the 

2 list includes : 

3 logic to determine the one or more user groups to 

4 which the first user is associated; and 
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5 logic determine categories that are associated with 

6 the one or more user groups . 

1 84. The system of claim 83 wherein logic to perform the 

2 search function includes: 

3 logic to construct a search query based on the search 

4 criteria and the list of categories to which the first . 

5 user has access; 

6 logic to execute the search query to retrieve records 

7 that match the list of categories to which the first user 

8 has access and the search criteria; and 

9 logic to generate search results based on the 
10 retrieved records. 

1 85. A machine -readable medium comprising instructions 

2 which, when executed by a machine, cause the machine to 

3 perform operations including: 

4 receiving a search request containing search criteria 

5 from a first user; 

6 determining a list of categories to which the first 

7 user is authorized to access; 

8 performing a search based upon the search criteria 

9 and the list of categories to identify records that match 

10 the search criteria and to which the first user is allowed 

11 to access based upon the list of categories. 
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1 86. The machine-readable medium of claim 85 wherein 

2 determining the list of categories includes: 

3 determining a list of user groups to which the first 

4 user belongs; and 

5 determining one or more specific categories that are 

6 associated with the respective user groups. 

1 87. The machine -readable medium of claim 85 wherein 

2 performing the search including: 

3 executing a query constructed based upon the search 

4 criteria and the list of categories to which the first 

5 user is authorized to access. 

1 88 . A machine -readable medium comprising instructions 

2 which, when executed by a machine, cause the machine to 

3 perform operations including: 

4 defining a set of category access control visibility 

5 rules associated with a set of user groups and a set of 

6 categories, each category access control visibility rule 

7 being used to determine whether a particular user group is 

8 allowed to access records that are associated with a 

9 particular category; 

10 receiving a search request containing search criteria 

11 from a first user, the first user being associated to one 

12 or more user groups; and 

13 performing a search function to identify one or more 

14 records based on the search criteria, the category access 
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15 control visibility rules, and the one or more user groups 

16 to which the first user is associated. 

1 89. The machine -readable medium of claim 88 wherein 

2 defining the set of category access control visibility 

3 rules includes: 

4 specifying, for each record, one or more particular 

5 categories to which the respective record is associated. 

1 90. The machine-readable medium of claim 89 further 

2 including: 

3 determining a list of categories to which the first 

4 user has access . 

1 91. The machine-readable medium of claim 90 wherein 

2 determining the list includes: 

3 determining the one or more user groups to which the 

4 first user is associated; and 

5 determining categories that are associated with the 

6 one or more user groups . 

1 92. The machine -readable medium of claim 91 wherein 

2 performing the search function includes: 

3 constructing a search query based on the search 

4 criteria and the list of categories to which the first 

5 user has access; 
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executing the search query to retrieve records that 
match the list of categories to which the first user has 
access and the search criteria; and 

generating search results based on the retrieved 
records . 
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